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Abstract- Internet crime is crime committed on the Internet. The cyber crime users are growing fast in the entire world and correspondingly the

cyber criminals are also growing. The crime is performed by the user’s cyber only when the connectivity through internet is made.

This paper takes a great privilege of introducing the concept of cyber crime followed by the reasons and types of cyber crime. Criminals give

birth to crime and thus the cyber criminals are shown which are followed by the precautions and the acts and laws against cyber crime. The

concluding part covers the world wide cases of cyber crime.
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Introduction —

The evolution of the Internet, along came another revolution of st 2% 14 South Kores

crime where the perpetrators commit acts of crime and wrongdoing i siwan 2%

on the World Wide Web. Internet crime takes many faces and is e ¥ e
committed in diverse fashions. The number of users and their diver- 27 10.Poland
sity in their makeup has exposed the Internet to everyone. Some AllOther Countries R 1
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criminals in the Internet have grown up understanding this super-
highway of information [2]. The unrestricted number of free Web
sites; the Internet is undeniably open to exploitation. Known as _

cyber crimes, these activities involve the use of computers, the e
Internet, cyberspace and the World Wide Web.

The Cyber Crime has got different definitions as follows:

o Any criminal activity that uses a computer either as an instru-
mentality, target or a means for perpetuating further crimes
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comes within the ambit of cyber-crime. 3. Germany >
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o Cybercrime is a term used broadly to describe activity in which ) )
computers or networks are a tool, a target, or a place of criminal Cybercrime: Top 20 Countries
activity. Fio 1P ¢ evbercr

As the graph indicates the cases of cyber-crime progress in 20 ig. 1- Percentage of cyber-crime

counties increased. Thus it becomes necessary to understand each Conventional Crime

concept related to cyber crime and the steps being taken against

. Crime is a social and economic phenomenon and is as old as the
cyber crime [1].

human society. Crime is a legal concept and has the sanction of the
Types of Crime law. Crime or an offence is “a legal wrong that can be followed by
criminal proceedings which may result into punishment.” The hall-
mark of criminality is that, it is breach of the criminal law. Per Lord
Atkins “the criminal quality of an act cannot be discovered by refer-
ence to any standard but one: is the act prohibited with penal con-

Before evaluating the concept of cyber crime it is obvious that the
concept of conventional crime be discussed and the points of simi-
larity and deviance between both these forms may be discussed.
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sequences”. A crime may be said to be any conduct accompanied
by act or omission prohibited by law and consequential breach of
which is visited by penal consequences.

Cyber Crime

Cyber crime is the latest and perhaps the most complicated prob-
lem in the cyber world. “Cyber crime may be said to be those spe-
cies, of which, genus is the conventional crime, and where either
the computer is an object or subject of the conduct constituting
crime”

Distinction Between Conventional and Cyber Crime

There is apparently no distinction between cyber and conventional
crime. However on a deep introspection we may say that there
exists a fine line of demarcation between the conventional and
cyber crime, which is appreciable. The demarcation lies in the in-
volvement of the medium in cases of cyber crime. The sine qua non
for cyber crime is that there should be an involvement, at any stage,
of the virtual cyber medium [9].

Reasons Behind Cyber Crime
The reasons for the vulnerability of computers may be said to be:

e (Capacity to Store Data in Comparatively Small Space: The
computer has unique characteristic of storing data in a very
small space. This affords to remove or derive information either
through physical or virtual medium makes it much easier.

o FEasy to Access: The problem encountered in guarding a com-
puter system from unauthorised access is that there is every
possibility of breach not due to human error but due to the com-
plex technology.

o Loss of Evidence: Loss of evidence is a very common & obvi-
ous problem as all the data are routinely destroyed [2,3].

Cyber Criminals

The cyber criminals constitute of various groups/ category. This
division may be justified on the basis of the object that they have in
their mind. The following are the category of cyber criminals:

e Children and adolescents between the age group of 6 - 18
years: The simple reason for this type of delinquent behaviour
pattern in children is seen mostly due to the inquisitiveness to
know and explore the things.

¢ Organized Hackers: These kinds of hackers are mostly organ-
ised together to fulfil certain objective. The reason may be to
fulfil their political bias, fundamentalism, etc.

o Professional Hackers / Crackers: Their work is motivated by the
colour of money. These kinds of hackers are mostly employed
to hack the site of the rivals and get credible, reliable and valua-
ble information [10].

Mode and Manner of Commiting Cyber Crime
Following are the different modes in which cyber crime takes place:

o Unauthorized access to computer systems or networks / Hack-
ing: This kind of offence is normally referred as hacking in the
generic sense. However the framers of the information technol-
ogy act 2000 have no where used this term so to avoid any
confusion we would not interchangeably use the word hacking
for ‘unauthorized access’ as the latter has wide connotation.

e Theft of information contained in electronic form: This includes
information stored in computer hard disks, removable storage
media etc. Theft may be either by appropriating the data physi-
cally or by tampering them through the virtual medium.

e Email Bombing: This kind of activity refers to sending large
numbers of mail to the victim, which may be an individual or a
company or even mail servers there by ultimately resulting into
crashing [3].

e Virus / Worm Attacks: Viruses are programs that attach them-
selves to a computer or a file and then circulate themselves to
other files and to other computers on a network. They usually
affect the data on a computer, either by altering or deleting it.
Worms, unlike viruses do not need the host to attach them-
selves [6].
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Fig. 2- Unlawful accessing info

Classification of Cyber Crimes

o The subject of cyber-crime may be broadly classified under the
following three groups.

Against Individuals

o their person

o their property of an individual

Against Organization
e Government
o firm, company, group of individuals

Against Society at large

o Against Individuals

e Harassment via E-mails

o Cyber stalking

o Dissemination of obscene material
e Defamation

o Unauthorised control

Against Individual Property
e Computer vandalism

o Transmitting virus

o Netrespass
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o Unauthorized access over computer system
o Intellectual Property crimes

Types of Cyber Crime
Following are the different types of cyber crime:

Communication in Furtherance of Criminal Conspiracy

Just as legitimate organizations in the private and public sectors
rely upon information systems for communications and record keep-
ing, so too are the activities of criminal organizations enhanced by
technology. There is evidence of telecommunications equipment
being used to facilitate organized drug trafficking, gambling, prosti-
tution, money laundering, child pornography and trade in weapons.

Telecommunication Piracy

Digital technology permits perfect reproduction and easy dissemina-
tion of print, graphics, sound, and multimedia combinations. The
temptation to reproduce copyrighted material for personal use, for
sale at a lower price, or indeed, for free distribution, has proven
irresistible to many.

Dissemination of Offensive Material

Content considered by some to be objectionable exists in abun-
dance in cyberspace. This includes, among much else, sexually
explicit materials, racist propaganda, and instructions for the fabri-
cation of incendiary and explosive devices. Telecommunications
systems can also be used for harassing, threatening or intrusive
communications, from the traditional obscene telephone call to its
contemporary manifestation in "cyber-stalking", in which persistent
messages are sent to an unwilling recipient [4].

Electronic Funds Transfer Frauds

Electronic funds transfer systems have begun to proliferate, and so
has the risk that such transactions may be intercepted and diverted.
Valid credit card numbers can be intercepted electronically, as well
as physically; the digital information stored on a card can be coun-
terfeited [8].

Actions Against Cyber Crime

The Information Technology Act 2000 was passed and enforced on
17th May 2000.the preamble of this Act states its objective to legal-
ise e-commerce and further amend the Indian Penal Code 1860,
the Indian Evidence Act 1872, the Banker's Book Evidence Act1891
and the Reserve Bank of India Act 1934. The basic purpose to in-
corporate the changes in these Acts is to make them compatible
with the Act of 2000 [2].

The Information Technology Act deals with the various cyber crimes
in chapters IX & XI. The important sections are Ss. 43,65,66,67.
Section 43 in particular deals with the unauthorised access, unau-
thorised downloading, virus attacks or any contaminant, causes
damage, disruption, denial of access, interference with the service
availed by a person[5,7].

Laws For Cyber Criminals

The Information Technology Act 2000 was undoubtedly a welcome
step at a time when there was no legislation on this specialised
field. The Act has however during its application has proved to be
inadequate to a certain extent. The various loopholes in the Act are-

e The hurry in which the legislation was passed, without sufficient

public debate, did not really serve the desired purpose.

o Cyber laws, in their very preamble and aim, state that they are
targeted at aiding e-commerce, and are not meant to regulate
cybercrime.

o Cyber torts.

Conclusion

The major reasons for e-criminal activity in computers are the theft
of company documents, e-mail frauds, and unauthorized use of
computers mostly breaking a username and password, harassment
and stalking in cyberspace, releasing a malicious computer pro-
gram that is virus and accessing the victim’s computer via the Inter-
net.I would conclude with a word of caution for the pro-legislation
school that it should be kept in mind that the provisions of the cyber
law are not made so stringent that it may retard the growth of the
industry and prove to be counter-productive.
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