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Abstract- A multimodal biometric system combines the different biometric traits and provides better recognition performance as compared
to the systems based on single biometric trait or modality. In multimodal biometric system the fusion of the information can be done at vari-
ous levels, but due to the ease in combining and accessing the scores generated by different matchers, the most common approach is the
integration at the matching score level. Before combining, the scores should alter into a common domain, since different matchers generate
heterogeneous scores. In this paper, we have studied performance of a single fast normalized cross-correlation matcher and simple sum-
rule fusion technique based on face and signature traits of a user. The experiments conducted on a database of 17 users indicate that sim-
ple sum of score fusion method results in better recognition performance than using single face or single signature based biometric system.
However, experiments also reveal that the normalized cross-correlation based matcher gives better results, highlighting the need for a ro-
bust and efficient feature extraction technique.
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Introduction

Biometrics refers to the physiological or behavioral characteristics
of a person to authenticate his/her identity [1]. Due to the increas-
ing demand of enhanced security systems biometric based per-
son authentication system has led to an unprecedented interest of
the researchers world-wide. Biometric systems based on single
source of information are called unimodal systems. Although
some unimodal systems (e.g. Face, Iris, Palm, Fingerprint) [2],
(Figure 1 shows a typical fingerprint biometric system and popular
biometric traits) have got considerable improvement in reliability
and accuracy, they have suffered from enroliment problems due
to non-universality of biometrics traits, susceptibility to biometric
spoofing or insufficient accuracy caused by noisy data [3], Figure
2 shows the sample images of such affected traits. Hence, single
biometric may not be able to achieve the desired performance
requirement in real world applications. One of the methods to
overcome these problems is to make use of multimodal biometric
authentication systems, which combine information from multiple
modalities to arrive at a decision. Studies have demonstrated that

multimodal biometric systems can achieve better performance
compared with unimodal systems. This paper presents score level
fusion approach to multimodal biometrics using face and signa-
ture modalities. The paper is organized as follows. Approaches to
multi-biometric system is discussed in Section 2 whereas different
fusion levels and score level fusion techniques to multi-biometric
system is illustrated in Section 3, Normalized cross correlation
matching technique and simple sum based score level fusion are
given in Section 4 and Section 5 respectively. Experimental re-
sults and conclusions to the work are presented in the last section
of the paper.
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Fig. 1- Simple model and traits in biometric system (a) Unimodal
(fingerprint) biometric system and (b) some popular biometric traits

(b)
Fig. 2- Different conditions that affect the performance of unimodal
biometric systems (a) Face images in different scenario
(illumination) and (b) Noisy Fingerprint images

Approaches in Designing Multi-Biometric System

There are six different approaches to design the multi-biometric
system depending upon the type of the incorporation of the
sources of the biometric traits. The Multi-biometric systems can
incorporate information from multiple modalities, instances, sen-
sors, samples, or any combination of the five sources of the evi-
dences shown in Figure 3.
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bt

Multi Sensor Biometric System: Multi sensor biometric sys-
tem consists of multiple sensors to capture the one biometric
trait data more than just once and combine them at different
levels to deliver accurate data matching process. For example,

a 2D camera can be joined with infrared/multispectral sensors

to capture images of an individual under different illuminations/

conditions.

b. Multi Algorithm Biometric System: Algorithms are an inte-
gral part of biometric systems to carry out sampling and identi-
fication. In this case, multiple algorithms are used for height-
ened security. Though this security system is economical it
can be quite complex.

c. Multi Sample Biometric System: Multiple samples of the
same physical trait are captured to produce samples that are
highly accurate and ensure better security. For instance, apart
from taking the person’s face, different profiles are also rec-
orded [4].

d. Multi Instance Biometric System: This system captures
impressions of all 10 fingers and both irises during different
instances and combines them to form specific biometric sam-
ples. The multi instance biometric system provides better ac-
cess control.

e. Multimodal Biometric System: This system uses a simple
method. The security system combines samples from 2 physi-
cally uncorrelated features of an individual and is thus given
the name, multimodal biometric system. For example, palm-
print patterns can be combined with face recognition or iris
patterns with fingerprints, etc. This hybrid biometric system
has been devised to combine, 2 fingerprint samples with 3
face patterns etc.

The multi-biometric systems are definitely a gift for better security.

These systems keep evolving with different types thus making it a

popular technology for identification.

Levels of Fusion in Multi-biometric system

The fundamental issue in the information fusion system is to iden-
tify the type of the information before it get consolidate. The infor-
mation can be consolidating at different levels in biometric system,
starting from the acquisition of the data to the decision making
module. The layout of a bimodal multi-biometric system is shown
in Figure. 4. Figure 4 illustrates the various levels of fusion for
combining two (or more) biometric systems. There are four differ-
ent possible levels of fusion viz. (i) sensor level fusion (ii) fusion at
the feature extraction level, (iii) fusion at the matching score level,
(iv) fusion at the decision level.

1. Fusion at the sensor level (at acquisition time of raw data or
before feature extraction module): The data obtained from
each sensor is used to compute a feature vector. As the fea-
tures extracted from one biometric trait are independent of
those extracted from the other, it is reasonable to concatenate
the two vectors into a single new vector. The new feature vec-
tor now has a higher dimensionality and represents a person’s
identity in a different (and hopefully more discriminating) hy-
perspace. Feature reduction techniques may be employed to
extract useful features from the larger set of features [5].
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sulting feature vectors individually classified into the two clas-
ses--accept or reject. A majority vote scheme can be used to
make the final decision.
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Various score level fusion techniques have been proposed by the
researchers to normalize the matching scores, to be used in deci-
sion module of the multi-biometric system [7].
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(d) ii. Product of Likelihood Ratios
Fig. 4- Levels of fusion in bimodal multi-biometric system (a) Sen- This technique works with following steps:
sor Level, (b) Feature Level, (c) Matching Score Level, and (d) ¢ Inthe first step probability density functions are modeled sep-
Decision Level arately for genuine and impostor distribution by each.

o For each matcher the Likelihood ratios are computed from
these models.

2. Fusion at the feature extraction level (after feature extrac- o Transformation is performed to their likelihood ratios to nor-
tion module): The data obtained from each sensor is used to malize scores.
compute a feature vector. As the features extracted from one e Lastly, Normalized scores are simply multiplied.
biometric trait are independent of those extracted from the
other, it is reasonable to concatenate the two vectors into a Normalized Cross-Correlation and simple sum based fusion
single new vector. The new feature vector now has a higher [10-12]
dimensionality and represents a person’s identity in a different For image-processing applications in which the brightness of the
(and hopefully more discriminating) hyperspace. Feature re- image and template can vary due to lighting and exposure condi-
duction techniques may be employed to extract useful fea- tions, the images can be first normalized. This is typically done at
tures from the larger set of features [6]. every step by subtracting the mean and dividing by the standard
3. Fusion at the matching score level (after match score esti- (t(x, )
mation module): Each system provides a matching score indi- deviation. That is, the cross-correlation of a template, ’
cating the proximity of the feature vector with the template £(x,»)
vector. These scores can be combined to assert the veracity with a sub-image s
of the claimed identity. Techniques such as logistic regression 1 (f e, )= F)E(x, ) 1)
may be used to combine the scores reported by the two sen- P 2 o

o

sors. These techniques attempt to minimize the FRR for a
given FAR.

4. Fusion at the decision level (after the decision module):
Each sensor can capture multiple biometric data and the re-

t
Where n is the number of pixels in . ) and S (x.) ;
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is the average of and is standard deviation of *~ .

In functional analysis terms, this can be thought of as the dot
product of two normalized vectors. That is, if

F(xay) :f(xay)_f
and
T(x,y)=t(x,y)—t
Then the above sum is equal to

< >

Where ' is the inner product and is the norm,

Thus, if / and ! are real matrices, their normalized cross-
correlation equals the cosine of the angle between the unit vectors

F and r , being thus 1 if and only if r equals T multi-
plied by a positive scalar. Normalized correlation is one of the
methods used for template matching, a process used for finding
incidences of a pattern or object within an image.

Simple Sum of Raw Scores

Matcher scores are simply added, with no prior normalization.
Scores are neither rescaled, nor weighted to account for differ-
ences in matcher accuracy. Included largely to demonstrate its
limited applicability, which includes situations where scores have
comparable distributions, such as two fingers scored by one
matcher [8].

Experimental Results

The experiments are carried out on the database of 17 users (the
data captured by Multimodal Biometric Research Lab, Department
of Computer Science and Information Technology, Dr. Babasaheb
Ambedkar Marathwada University, Aurangabad (MS) - India. It
contains the 10 different facial poses and 10 samples of the signa-
ture of each subject. The model of the experimental setup has
been shown in Figure 5.
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Fig. 5- Experimental setup

The frontal face of a subject has been processed under normal-
ized cross correlation section of the model with the other 9 imag-
es. This block gives the matching score in the form of 0 or 1, (1

indicates match where 0 indicates non-match). Similarly, a signa-
ture of a subject has been processed under the same block with
the other 9 images. Using same procedure the genuine score and
imposter score has been calculated. Figure 6 shows false positive
and false negative plot of the BAMU face database while Figure 7
shows false positive and false negative plot on BAMU signature
database.
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Fig. 6- Plot of False Rejection rate and True acceptance rate on
BAMU face single modality.
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Fig. 7- Plot of False Acceptance rate and False Rejection rate on
BAMU signature single modality.

The score of BAMU face and BAMU signature are fused using
simple sum fusion method to build the bimodal biometric recogni-
tion system. In this system as normalized cross-correlation match-
ing is used to calculate match score for both face and signature
modalities, there is no need of score normalization. The Table 1
shows the accuracy rate and error rate of single face madality
(BAMU and face94 database), single signature based system and
biomodal biometric system using face and signature. Figure 8
shows the plot of the bimodal (face+signature) biometric system.

Table1 - Total Error Rate and Total Accuracy Rate

BAMU face 94 BAMU BAMU Face
Face Signature  + Signature
Correct 2529 6640 2499 2826
Predictions
Incorrect
Predictions 361 580 el 64
oaSoored 290 7220 289 2890
ases
Error rate 0.12 0.08 0.15 0.02
Accuracy 0.87 0.91 0.86 0.97
Rate
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Fig. 8- Plot of False Acceptance rate and True Acceptance rate
on BAMU ( face + signature) fused modalities.

Conclusion

The performance of single modality based biometric recognition
has been suffering from the different noisy data, non-universality
of biometric data, and susceptibility of spoofing. The multimodal
biometric system can improve the performance of the system. In
this paper shows that face and signature based bimodal biometric
system can improve the accuracy rate about 10%, than single
face/signature based biometric system. The rate can also be im-
proved using advanced pattern recognition techniques, which will
be studied in future.
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