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Abstract- Image-data transmission from one site to another through public network is usually characterized in term of privacy, authenticity,
and integrity. In this paper, we first describe a general scenario about how image is delivered from one site to another through a wide-area
network (WAN) with security features of data privacy, integrity, and authenticity. Second, we give the common implementation method of the
digital imaging and communication in medicine (DICOM) image communication software library with [Pv6/IPv4 for high-speed broadband
Internet by using open-source software. Third, we discuss two major security-transmission methods , the IP security (IPSec) and the secure-
socket layer (SSL) or transport-layer security (TLS), being used currently in medical image- data communication with privacy support.
Fourth, we describe a test schema of multiple-modality DICOM-image communications through TCP/IPv4 and TCP/IPv6 with different secu-
rity methods, different security algorithms, and operating systems, and evaluate the test results. We found that there are tradeoff factors
between choosing the IPsec and the SSL/TLS-based security implementation of IPv6/IPv4 protocols. If the WAN networks only use IPv6
such as in high-speed broadband Internet, the choice is IPsec-based security. If the networks are IPv4 or the combination of IPv6 and IPv4,
it is better to use SSL/TLS security. The Linux platform has more security algorithms implemented than the Windows (XP) platform, and can
achieve better performance in most experiments of IPv6 and IPv4-based DICOM-image communications. In teleradiology or enterprise-
PACS applications, the Linux operating system may be the better choice as peer security gateways for both the IPsec and the SSL/TLS-
based secure DICOM communications cross public networks.
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Introduction

A picture archiving and communication system (PACS) requires
high-speed networks to transmit large image files between com-
ponents. In case of intranet, that is, PACS within a healthcare
campus, Gb/s switches with Mb/s connections to workstations are
mostly adequate and is a standard in most hospital and university
network infrastructures. Their transmission rates, even for large-
image files, are acceptable for clinical operation. However, in case
of using the Internet for teleradiology applications or enterprise
PACS, image data must be transmitted between hospitals and
campuses. There are two important issues that need to be ad-
dressed when medical-image transmissions are over public Inter-

net: the first issue is cost effectiveness, and the second is data
security. The current low-cost commercial wide-area network
(WAN) is too slow for medical imaging application, whereas high-
speed WAN is too expensive for cost-effective use. To solve the
first problem, the broadband high-speed Internet technology with
new communication protocol IPv6 emerges as a potential solution
with high-speed networks and acceptable cost for image-data
transmission [1]. For security issue, there are certain critical fea-
tures that need to be addressed in image-data exchanging
through WAN between application entities, i.e., data privacy, au-
thentication, and integrity. There are three organization-issued
guidelines, mandates, and standards for image/data security.
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First, the American College of Radiology (ACR) standard for tele-
radiology, adopted in 1994, defines guidelines for qualifications of
both physician and non physician personnel, equipment specifica-
tions, quality improvement, licensure, staff credentialing, and liabil-
ity the DICOM Standard specifies security profiles and technical
means for application entities involved in exchanging information
to implement security policies there have not been active system-
atic research and development efforts in the medical-imaging
community to seriously tackle the secure DICOM image communi-
cation over the Internet protocols IPv6/IPv4 and evaluate their
performance with different secure methods and various algorithms
used to encrypt the image data for privacy and authentication.

In this paper, first, we describe a general scenario about how im-
age is delivered from one site to another through a WAN with se-
curity features of data privacy, integrity, and authenticity. Second,
we describe the implementation method of the DICOMimage-
communication-software library with IPv6/IPv4 with open-source
software. Third, we discuss two major security transmission meth-
ods, the IP security (IPSec) and the secure socket layers (SSL) or
transport-layer security (TLS), used in medical image data com-
munication with privacy support. Fourth, we design a test schema
of DICOM-image communications Through TCP/IPv4 and TCP/
IPv6 with different security channels, different security algorithms,
and operating systems, and evaluate the test results. Finally, we
discuss the outcome of our research results and clinical applica-
tions.

Secured-lmage Communication Through Wan

Secure transmission of image data from one site to another
through public networks is usually characterized in terms of priva-
cy, authenticity, and integrity. Privacy refers to denial of access to
information to unauthorized individuals. Authenticity refers to vali-
dating the source of a message, that it was transmitted by a
properly identified sender. Integrity refers to the assurance that the
data was not modified accidentally or deliberately in transit, by
replacement, insertion, or deletion. Fig. 1 shows a data flow of
image secure delivering from one site to another through the
WAN.

f f
| ! | !
I Original Image Data : Security Proceslag for | Original Inuge Data :

integrity and
I o | Authentication I L |
I 0 I . - I @ |
I I - I
: Digital Signature : : Varification :
\ } \ | J
@ @

"" I [===== 3
) Recelvi |
: %ﬂﬂi:ng;rmfﬁﬁm @ i {".'ummuni:u:iun |
1] ¢ Secure Communieaiion & Decryphion |
i For Privacy |
N e o — — — — — — —— —— ———_—_——_—_——_——_———E—_E—_—_—_—_—————— 4

Fig. 1- Data flow of medical image secure communication from
one site to another through public internet

There are two processing steps to provide secure measures on
the delivered images: First, for the data integrity and authenticity,
the digest (or hash computing on data) and digital signature, as

well as decoding signature and comparing digest, on the images
before and after transferring are performed at both the sending
and the receiving sites [6]; Second, for data privacy, the secured
communication channels are provided to transmit the image
through networks. For the first secure measure, there are already
many papers and books discussing the technical methods and
algorithms [7], [8]. In the following sections, we will focus on the
second secure measure, which is data privacy, with evaluation
results. Currently, there are two methods to provide secure com-
munication channels with TCP/IP protocols: IPSec and SSL/TLS.
In Section I, we will discuss the implementation of the TCP/IPv6/
IPv4-enabled DICOM-communication library and application soft-
ware.

IPv6/IPv4 Protocols and Dicom Communication software

A. Basic Architecture of TCP/IP

Most of today’s Internet uses IPv4, which is now nearly 20 years
old. IPv4 has been remarkably resilient in spite of its age, but it is
beginning to have problems. Most importantly, there is a growing
shortage of IPv4 addresses, which are needed by all new ma-
chines added to the Internet. Most network applications and proto-
cols (Client/Server, Web, http, DICOM, etc.) used in the Internet or
intranet are developed based on TCP/IPv4, which is partitioned
into three layers according to the ISO (International Standards
Organization Open Systems Interconnection, 1ISO-OSI) definition
(International Standards Organization. [Online]. Available: http:/
www. iso.org), i.e., the application layer, the transport layer, and
the IP layer. Due to the oversubscription of Internet addresses and
the availability of higher network bandwidth, TCP/IPv4 starts to
show certain strains, such as: 1) address shortage; 2) security is
not integrated and the IPSec is an add on; 3) problems of multi-
casting; 4) complicated header; 5) fragmentation/retransmission
problems; 6) poor quality of service (QoS); 7) inability to handle
large frames; and 8) limited autoconfiguration support (needed by
the DHCP).
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Fig. 2- TCP/IPv4/IPv6 protocols family architecture

IPv6 is a new version of IP, which is designed to be an evolution-
ary step of IPv4 [9]. IPv6 is designed to run well on high perfor-
mance networks (e.g., Gigabit Ethernet, OC-12, ATM, etc.) and, at
the same time, still be efficient for low-bandwidth networks (e.g.,
wireless). In addition, it provides a platform for higher speed Inter-
net functionality that will be required in the near future. IPv6 were
designed to solve many of the problems of the current version of
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IPv4 with regard to address depletion, security, auto configuration,
extensibility, etc. IPv6 includes many associated protocols, such
as IPSec, ICMPv8, etc. IPv6 has some special features as follows:
1) larger address space; 2) aggregation-based address hierarchy
and efficient backbone routing; 3) efficient and extensible IP data-
gram, such as no fragmentation by routers, 64-b-field alignment,
and simpler basic header; 4) autoconfiguration; 5) security; and 6)
IP renumbering as part of the protocol. Fig. 2 shows the architec-
ture of TCP/IPv4 and TCP//IPv6, from which we see that the major
difference of TCP/IPv4 and TCP/IPv6 is in the IP layer. Also, the
IPSec is integrated into IPv6 as default security protocol, whereas
SSL was adopted to provide security channel in the application
layer in the IPv4-network environment, although IPSec was added
on to IPv4 later on.

B. DICOM-Communication Software Over TCP/IPv6

Most medical image communication uses DICOM communication
services to transfer the image data or objects between imaging
modalities, PACS archiving server, workstations, and other com-
ponents; as well as between teleradiology systems, and in enter-
prise PACS environment with WAN interconnection. In DICOM,
the open system interconnection (OSI)) basic reference model is
used to model the interconnection of medical-imaging equipment,
as shown in Fig. 3. DICOM uses the OSI upper-layer service to
separate the exchange of DICOM messages or objects at the
application layer from the communication support provided by the
lower layers. In order to enable medical-image transmission
through highspeed broadband networks with IPv6, there is a need
to develop the DICOM upper layer for TCP/IPv6 and also make it
compatible with IPv4. The implementation was straightforward: for
software, it only needs to replace the original TCP/IPv4-socket
functions with requests for comments (RFC) standard TCP/IPv6/
v4-compatible socket functions, provided by each operating sys-
tem, recompile the software, and link it to DICOM applications
services. For operating environment, there is a need to install the
IPv6-stack software and perform some reconfigurations, such as
assigning IP address, configure the tunnel in the specific operating
system, such as Windows XP, Linux (e.g., Red Hat version 3.0 or
up) and Solaris (version 7 or up), which have already supported
the IPv6.
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Fig. 3- DICOM network communication protocols architecture.

As a result, we come up with three basic IPv6/IPv4-enabled DI-

COM-communication services and applications:

1. DICOM Storage (C-Store) service-class user (SCU)) and ser-
vice-class provider (SCP);

2. DICOM Query (C-Find) SCU and SCP;
3. DICOM Retrieval (C-Move) SCU and SCP.

Implementation of DICOM secure Communication DICOM
DICOM Standard Part provides a standardized method for ensur-
ing secure communication and digital signature verification. The
secure communication of IPv6-enabled DICOM-image transmis-
sion utilizes IPsec protocol, which is now mostly used in virtual
private network (VPN)) applications, and will be widely used in
high-speed broadband networks. In this section, we first give the
software implementations of IPv6/IPv4-secure DICOM communi-
cation with IPsec support, and then discuss the SSL/TLS-based
DICOM secure communication.

A. DICOM Communication With IPSec-Based Security Sup-
port

From the right-hand side of Fig. 2, we can see that IPSec is a
member of the IPv6-protocol family. It provides security to the IP
and the upper-layer protocols. IPSec is composed of two proto-
cols: authentication-header (AH) protocol and encapsulating secu-
rity payload (ESP) protocol. AH is used to ensure the authentica-
tion and integrity of the message, while ESP is used to ensure
confidentiality. The AH protocol uses hash-message authentica-
tion codes (HMAC) to protect integrity. Many algorithms can be
used in AH, such as the secure hash algorithm (SHA), Message
Digest-5 (MD5), etc. The ESP protocol uses the standard symmet-
ric encryption algorithms to protect confidentiality, such as triple
DES (3DES), Advanced Encryption Standard (AES), and 448-b
Blowfish encryption algorithm.

There are three steps in IPsec communications. The first is Inter-
net-key exchange (IKE) protocol association. In this step, the In-
ternet security association and key management protocol
(ISAKMP)) daemons running in both SCU and SCP sites negoti-
ate the IKE parameters and exchange certificates, which are used
for IPSec association. In the second step, the SCU and SCP enti-
ties establish DICOM association, which includes the IPSec asso-
ciation. In this step, both sites negotiate IPSec parameters and
create a session key, which is used for secure communication of
DICOM data. The third is transferring the DICOM data on the
secure channel. Since the secure operation is in the IP layer, the
IPSec has no effect on DICOM-communication entities, which
works in the application layer. To test the performance of DICOM
communication with IPSec support, we need to set up a security
association (SA) for peer entities to establish the secure channel.
During the setup process, we create certificates for both peers
and set SA-associated parameters.

B. DICOM-Image Communication With SSL/TLS-Based Secu-
rity Support
The SSL was originally developed by Netscape Communications
to allow secured access of a browser to a Web server. SSL has
become the accepted standard for Web security [11]. It provides
secure-communication channel between client and server by al-
lowing mutual authentication, which uses digital signatures for
integrity, and encryption for privacy. The protocol was designed to
support multiple choices of specific algorithms used for cryptog-
raphy, digests, and signatures. SSL 3.0 is the basis for the TLS
protocol, which is still being developed by the Internet engineering
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task force (IETF) The SSL protocol uses both public-key and sym-
metric-key encryption. Symmetric-key encryption is much faster
than public-key encryption, but public-key encryption provides
better authentication techniques. SSL consists of two protocols:
the handshake protocol and the SSL-record protocol. The hand-
shake protocol defines how the peer entities exchange associated
information, such as, SSL version and ciphers, and authenticates
certificate. The SSL-record protocol defines the format of SSL
record or message, in which all of the SSL-associated messages
or application data should be transferred. The SSL connection is
executed in two phases: the first is the handshake, and the se-
cond is data transfer.The data flow of the DICOM Storage SCU
and SCP entities with SSL/TLS support is shown in Fig. 5. The
SSL/TLS works between the TCP layer and the application layer.
For IPSec and SSL/TLS-based security communications, we cre-
ated X.509 certificates for both sites of DICOM C-Store SCU and
DICOM C-Store SCP from the same CA attached in the Open
SSL toolkit. In order to measure the transmission speed, we need
to measure the transmission times of the images, since we al-
ready know the total sizes of image data to be transmitted. So, we
embedded the APIs (application-program interface) about the
Date/Time of the operating system (Linux/Windows XP) at the
start and endpoint of the testing program of the DICOM secure
communication to get the times of starting transmission and end-
ing transmission, and then calculated the transmission speed.

Experimental Results and Discussion

We evaluated the DICOM-image communications with three dif-

ferent sets of parameters:

1. TCPIIP protocols (IPv6 and IPv4);

2. Security configurations (IPSec and SSL/TLS) and algorithms;

3. PDU sizes;

and three scenarios.

1. We measured the performance of IPv6 DICOM communica-
tions of different modality images with different PDU sizes on
Linux and Windows XP computer platforms, and compared
the results with that of IPv4 without security setting.

2. We measured the performance of IPv6 |Psec-based secure
DICOM communications of different modality images with
different PDU sizes on Linux and Windows XP computer plat-
forms with different secure algorithms in the Ipsec-secure
setting.

3. We measured the performance of IPv4 SSL/TLS-based se-
cure DICOM communications of different modality images with
different PDU sizes on Linux and Windows XP computer plat-
form with different security algorithms.
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