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Abstract- The issue of security is a critical problem when implementing mobile ad hoc networks (MANETs) is widely acknowledged. One of 
the different kinds of misbehavior a node may exhibit is selfishness. A selfish or indiscipline node wants to preserve own resources while 
using the services of others and consuming their resources. Malicious nodes that disobey the standard, degrades the performance of well-
behaved nodes significantly. One way of preventing selfishness in a MANET is a detection and exclusion mechanism. In this paper, we de-
scribe different method for detecting indiscipline or malicious nodes in mobile ad hoc network.  
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Introduction 
The MANET is the collection of mobile users that communicate 
over relatively bandwidth constrained wireless links. Since the 
nodes are mobile, the network topology may change rapidly and 
unpredictable over time. It is also known as infrastructure less net-
work. MANETs can form stand-alone groups of wireless terminals, 
but some of these may be connected to some fixed network. 
Compared to wireless networks in infrastructure mode ad-hoc net-
working doesn't require any access points. This makes them useful 
in a lot of different applications. It is largely used in military applica-
tions and in rescue operations where the existing communication 
infrastructure has been destroyed or is unavailable, for example 
after earthquakes and other disasters. As MANETS (Mobile Ad hoc 
Networks) is quickly spreading for the property of its capability in 
forming temporary network without the aid of any established infra-
structure or centralized administration, security challenges has 
become a primary concern to provide secure communication. MA-
NETs is able to configure themselves on-the-fly without interven-
tion of a centralized administration. The terminals in the ad hoc 
network can not only act as end-system but also as an intermedi-
ate system (routers). It is possible for two nodes which are not in 

the communication range of each other, but still can send and re-
ceive data from each other with the help of intermediate nodes 
which can act as routers. This functionality gives another name to 
ad hoc network as “multi-hop wireless network”.  
There are different routing attacks which appear in network layer 
during wireless transmission of messages. These attacks are 
caused by either some internal or external intruders. To accom-
plish our goal, we have done literature survey in gathering infor-
mation related to various types of attacks and solutions. We have 
observed that secure routing protocol is the essential requirement 
and there is no general algorithm that suits well against the most 
commonly known attacks. In our paper we propose an approach 
that deals with the network layer attacks. 
 
Related Work 
In MANET a lots of research have been done in malicious node 
detection like A Review of Current Routing Attacks in Mobile Ad 
hoc Networks [1], Security in Ad hoc Networks [2], Wireless LAN 
Medium Access Control (MAC) and Physical Layer (PHY) Specifi-
cations [3], A Robust Approach to Detect and Prevent Network 
Layer Attacks in MANETS [4], Behavior Based Anomaly Detection 
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Technique to Mitigate the Routing Misbehavior in MANET [5]. The 
current research is based on network layer attack and network 
layer security for delivery of packets. The routing message ex-
change within the packets between nodes is consistent with the 
protocol specification. The protocols can be classified as: secure 
ad hoc routing protocols and secure packet forwarding protocols. 
The paper mainly discusses about the network-layer security. 
 
Proposed Approach  
There are different routing attacks which appear in network layer 
during wireless transmission of messages. These attacks are 
caused by either some internal or external malicious intruders. The 
routing attacks are black hole, worm hole, rushing attack etc. be-
come robust in network layer. When the malicious node pretend 
itself a valid route to the destination and join the routing correctly 
but later goes on ignoring all the packets that pass through it rather 
than forwarding them. This attack is known as Black hole attack. 
While when the nodes forward some selective packets to the desti-
nation node instead of all. Then this type of attack is called grey 
hole attack. To resolve these types of problems we ensure that 
each node in a network forwards packets to its destination properly. 
In the security to network layer in MANETS we propose here a new 
secure approach which uses a simple acknowledgement approach, 
principle of flow conservation and encryption. Here we use DSR 
protocol to detect malicious node and provide secure method 
against routing attacks. 
In our approach we detect the malicious nodes while computing the 
route in the network and re-routing the packets around it, find the 
shortest path among them. These protocols are basically existing 
ad hoc routing protocols like AODV, DSDV and DSR, designed to 
handle attacks. The encryption is used while sending the packets 
from one node to another node. We use this approach to ensure 
the security to network layer in MANETs against attacks. 
The design of our proposed algorithm provides security from more 
than two attacks. In our algorithm we used encryption, acknowl-
edgement and principle of flow conservation approach to security 
against attacks.  
Before discussing algorithm some basic terms are given for algo-
rithm development: 

 Start Time- The packet sending time by the source node. 

 End Time-The time taken for the acknowledgement to reach 
back the source. 

 Round Trip Time (RTT)-The total time taken for transmission. 

 To count the number of packets sent by counter Cpkt is used. 

 To count the number of lost packets counter Cmiss is used. 

 According to principle of flow conservation the limit of tolerance 
is set to some threshold value i.e. in this algorithm it will be 
20%. 

 When an acknowledgement received by the sender exceeds 
the RTT time limit, then the data packet will be accounted as a 
lost packet. The RTT time limit is set to 20 milliseconds.  

 
We calculate the (Cmiss/Cpkt) ratio. If the calculated ratio is greater 
than the  limit  of  tolerance threshold value 20%, then the link  is  
said  to  be  misbehaving  otherwise  properly  behaving. Parallelly 
using the ratio value, the corresponding attacks will be identified.   
In our algorithm encryption method is applied on message from 

sender side and the message is decrypted at receiver side. In data 
format only 48 bytes are sent at a time. So the message is longer 
than 48 bytes is divided into packets of 48 bytes each. Each time 
when a packet is sent the counter Cpkt gets incremented and the 
time will be the start time.  

 At the receiver node the message is decrypted and an 
acknowledgement ACK packet is sent back to the sender 
through the intermediate nodes. Else when the decrypted mes-
sage doesn’t match then the acknowledgement packet sent 
back  to  the sender  through  the  intermediate  node  consists  
of  “CONFIDENTIALITY  LOST”. 

 At Sender side, when acknowledgement reached, it computes 
the time taken for this acknowledgement to reach (end time). 
These steps are perform by the sender side- 
 

a. IF  
     Total Transmission Time taken (end-start) > pre-specified 

interval( 20 ms). 
 Then  
      Rejects the corresponding data packet, announce it as lost 

data packet and Increment     
      the Cmiss counter. 

b. Else  
      It checks for the contents of acknowledgement field.  
          If  
               The ratio of (Cmiss/Cpkt)>=20% 
          Then  

i) The intermediate node is malicious and a new field 
“CONFIDENTIALITY LOST” is built in to the acknowledgement 
frame. 

ii) Sender switches to an alternate intermediate node for the fu-
ture sessions. Otherwise another new field “ACK” is built in to 
the acknowledgement frame.  

iii) This intermediate node is considered to be behaving as ex-
pected and transmission is continued with the same intermedi-
ate node. Such intermediate nodes can be called genuine 
nodes.  

The algorithm mainly identifies four attacks parallelly namely pack-
et eavesdropping, message tampering, black hole attack and gray 
hole attack.  

 Packet eavesdropping: In Packet eavesdropping while deliv-
ery of packets some of the malicious nodes tend to drop pack-
ets intentionally to save their own resources and disturb the 
network operation. It can be determined by the value of the 
(Cmiss/Cpkt) ratio. 
    (i) If (Cmiss/Cpkt)>20%,  
    (ii)Then link contains a malicious node launching packet 

eavesdropping attack. 

 Message tampering:  Sometimes network security integrity 
principle is not followed by the intermediate nodes. They will 
tend to tamper the data that has been sent either by deleting 
some bytes or by adding few bytes to it. This is an intentional 
malicious activity by the intermediate malicious nodes.  

(i) If the acknowledgement frame sent by the receiver contains 
“CONFIDENTIALITY LOST” field in it. Then the node is called tam-
pered the data sent. 
 (ii) If Ratio (Cmiss/Cpkt)>20%, Then link is called misbehaving 
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and attack is message tampering.  

 Black hole attack: If the ratio (Cmiss/Cpkt)>=1.0, Then all the 
sent packets are said to be lost or eavesdropped by the mali-
cious node. 

 Gray hole attack: When the nodes forward some selective 
packets to the destination node instead of all. Then this type of 
attack is called grey hole attack. In this attack malicious inter-
mediate nodes selectively eavesdrop the packets i.e. 50% of 
the packets, instead of forwarding all.  

Thus 
If the ratio (Cmiss/Cpkt)>0.2 and (Cmiss/Cpkt) = 0.5,  
Then half of the packets that have been sent are eaves dropped by 
the malicious node. 
 
Conclusion 
This paper proposes a way to identify parallelly different types of 
attacks in MANETS. This approach is highly secure as it essentially 
concentrates on identifying misbehaving links, number of significant 
packets dropped and malicious nodes parallelly. This paper shows 
the implementation of identification and prevention of malicious 
nodes launching packet dropping and message tampering attacks, 
using a semantic security mechanism. This security scheme is 
highly impossible to break, thereby making it a highly secured ap-
proach. 
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