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Abstract- Wireless LAN deployment has shown an unprecedented growth in recent years. With Wireless LANs users can access mutual
information without looking for a place to plug in, and network managers can set up or augment networks without installing or moving wires.
WLANSs offer various advantages over conventional wired networks, viz., efficiency, service, handiness, and cost. However, vulnerability of
WLANS to various attacks discourages the user to use these networks for specific applications. In this paper, we have explored the simulation
of a popular WLAN standard, when it is being subjected to the dictionary attack. Here the security protocol has been implemented through
Network Simulator-2 (NS-2) Simulation Software and efforts have been made to analyze its impact on the vulnerability to dictionary attack.
We have typically implemented WEP and have also studied the effect of this security algorithm on a wireless scenario. The simulation results
have been utilized in the development of the analysis of these attacks for different number of nodes.
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Introduction

Over the last few decades, wireless networks have been adopted
very promptly. Wireless LANs can be found everywhere from
offices to homes, from university campuses to cafes and from

ole
Modem

public buildings to private dwellings. A wireless LAN clubs various | -
network devices to one another without the need of any physical - )‘ : ; i'l": 2
links [1]. “Fig. (1)” shows a typical wireless scenario providing — 3 ;
wireless networking among different devices henceforth called =» 5 _ L)
nodes. However with use of these networks the need of security in ! S"j

these networks is a recent concern. The default protocols current-
ly are being used for the purpose of providing security that suffer
from significant flaws, as a result of which, wireless security ap-
pears as an oxymoron. Although millions of wireless LANs are in
use globally, still it seems counterintuitive that we can deploy and
use securely a network with no physical way in barriers. The rea-
son of large deployment of these networks paying no heed to the
security issues is due to mobility and freedom they provide. The
ubiquity of wireless LANs has lead to a significant amount of re-
search in the field of wireless LANs [2, 3].

less LAN

Fig. 1- A Typical Wireless Scenario

To realize a wireless LAN and the advantages it offers over wired
counterpart, we must understand potential attacks against it. In
this paper we discuss a popular attack against the wireless LAN;
the dictionary attack and obtain its effect on a wireless LAN with
different number of nodes. Although IEEE organization standard
which defines wireless networks communication, has proposed a
protocol IEEE 802.11 to offer some wired-like security services,
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such as: data privacy, data integrity, and authentication. Unfortu-
nately, this protocol falls short of these objectives, and is vulnera-
ble to many threats which were exploited from time to time [4, 5].
WEP cannot meet the security requirement of WLAN because it
suffers from various security flaws. With the fast development of
WLAN, the flaws in WEP are exposed gradually which are dis-
cussed in the subsequent section.

Security Flaws In Wireless LAN Protocol

In general wireless LAN, users incorporate wired equivalent priva-
cy (WEP) as a security algorithm. The WEP was designed to pro-
vide the security equivalent to that of a wired LAN in a wireless
LAN. WEP uses RC4 algorithm to safeguard the data transmission
against eavesdropping. RC4 is not specific to WEP; it is a random
generator and is known as a stream cipher. Although, RC4 falls
short of the high standards of security, some systems based on
RC4 are secure enough for practical use. In addition CRC-32 is
used for integrity check. The wireless LAN standard WEP suffers
major security flaws due to improper implementation of the under-
lying standards [6]. Since its inception various flaws have been
reported in WEP by the researchers. The key flaws in this wireless
LAN standard are provided subsequently.

RC4 Algorithm

RC4, a stream cipher designed by Ron Rivest in 1987 for RSA
Security is a variable key- size stream cipher. This algorithm is
based on the use of a random permutation of the key. The algo-
rithm uses eight to sixteen machine operations per output byte.

In this algorithm a variable-length key of 8 to 2048 bits (1 to 256
bytes) is used to initialize a 256-byte state vector S. S[0], S[1]....,
S[255] form the elements of the state vector S. At a given time, S
contains a permutation of all 8-bit numbers from 0 through 255.
For encryption as well as decryption, a byte n is generated from S
by selecting one of the 255 entries in a systematic fashion. How-
ever RC4 algorithm is used irrelevantly. There is no measure tak-
en to avoid the reuse of key and thus is vulnerable to attacks.
Moreover, the RC4 algorithm doesn't have the capability of syn-
chronization. Finally, the mode of key generation is so simple that
it is easily exposed to the attack from relative key.

Key Management

The 802.11 standard does not specify how to accomplish distribu-
tion of keys. There is no prescription for the generation and renew-
al of key. In absence of proper key management the keys tend to
be long lived and trim down the security.

Initialization Vector Space

The initialization vector space in IEEE 802.11 standard is very
small. The initialization vector IV is of 24 bits only. A 24-bit binary
string has only 16777216 possible combinations. Due to this small
initialization vector IV length the shared key repeats after a com-
paratively small time interval. Thus there is immense possibility
that large numbers of packets are encrypted by the same key.
Such packets if captured by an intruder allow him to figure out the
secret key and thus the security is compromised.

Inappropriate Integrity Check Algorithm

The IEEE 802.11 employs CRC-32 for providing integrity check.
CRC-32 is appropriate checksum for detecting errors, but an awful

choice for WEP as it is used for cryptographic hash. Better de-
signed encryption systems such as MD5 or SHA-1 would be better
choice.

Dictionary Attack

A Dictionary attack is a password cracking method in which every
single word from a word list is tried. A word list consists of large
number dictionary words where each word is tried against the
password. A simple subclass of dictionary attacks is plaintext at-
tacks [7, 8], where an intruder intercepts a message {M}K encrypt-
ed with a weak password K and whose encrypted content M is
known (for instance an instruction like hello). The intruder can then
try to decrypt this ciphertext with each word in a dictionary one by
one, and verify for each guess d whether the value obtained is the
known plaintext M, which means with a high probability that d = K.
This method also works against a challenge-response scheme
where a server sends to a user A a nonce N as a challenge and
user A responds with {N}K, where K is its a weak password. In this
section we discuss the Dolev-Yao model, Naive Vote Protocol,
Offline and Online dictionary attacks.

Dolev-Yao Model

In most approaches concerning automated verification of security
protocols, the underlying cryptographic primitives are based on the
Dolev-Yao model [9]. In this model, a malicious agent called in-
truder is assumed to have a complete control over the communi-
cation network; he is able to eavesdrop and replay messages,
impersonate honest agents, generate nonces. The sequent m
means that if the intruder knows the messages in D < D (F), then
he can deduce the message m € D (F). In this model, the intruder
can form pairs and cipher texts from known terms, decompose
pairs, and decrypt cipher texts only when he can deduce the de-
cryption key. This condition is known as the perfect cryptography
assumption.

Naive Vote Protocol

Let us consider the naive vote protocol in which the voter X en-
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Fig. 2- Total time to extract the key for different number of nodes
as a function of observation number

XS

b (K)

(1)

(K
The server S decrypts the message with his private key )
and registers his vote. The protocol is protected as long as only X
and S know V. The naive vote protocol is secure in the Dolev-Yao
model, because even if the intruder intercepts the message

Vo
, he is unable to decrypt the message as long as the
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priv (

private key ) is not known to him. However the situation
changes if the intruder knows a finite set D of the values that V
can take. Now he can work out V without knowing the private key

)
For each value

pub(K) ™ .
and verifies whether the resultant cipher text

priv (

deD , he encrypts d with public key

;w0 (LSS

is equal to 4 .

. Thus he can guess d=
Offline Dictionary Attack

The challenge-response protocol is vulnerable to a password-
guessing attack. In this kind of attack, we assume that an intruder
has already built a database of possible passwords, called a dic-
tionary [7]. The intruder eavesdrops on the channel and records
the transcript of a successful run of the protocol to learn the ran-
dom challenge and response. Then the intruder chooses pass-
words from the dictionary and attempts to produce a response that
goes with the recorded one. If there’s a match, the intruder has
successfully guessed A’s password. After each failed matching
effort, the intruder picks a different password from the dictionary
and replicates the process. This non interactive form of attack is
known as the offline dictionary attack.

Online Dictionary Attack

Sometimes an intruder might try diverse user IDs and passwords
to log in to a system. For popular Internet services like Yahoo!, the
intruder can trivially choose any reasonable user ID due to the
large number of registered users [7]. An intruder can also find user
IDs within interactive Web communities such as auction sites. If
the system rejects the password as being incorrect for that partic-
ular user, the intruder picks a different password from the diction-
ary and repeats the process. This interactive form of attack is
called the online dictionary attack

Simulation Parameters and Results

Simulation of a wireless LAN forms an important part of our work.
We have typically simulated a wireless LAN of different nodes.
The security algorithm used in these LANs is WEP with a total key
size of 64. The simulation time used for each simulation is kept
constant with a value of 50 seconds. The second phase of simula-
tion is simulation of the most popular attack that is dictionary at-
tack. These simulations are carried out in NS2 simulator. Three
wireless LANs are simulated with number of nodes 20, 40 and 60.
Each wireless LAN is subjected to dictionary attack for ten times
and the total time to extract the secret key is found and the results
are plotted in “Fig. (2)".

From the variations obtained in “Fig. (2)" the average time to ex-

tract the key per symbol s is found out. In the next step this
average time to extract the key per symbol is plotted versus the
number of nodes N. These values are plotted in “Fig. (3)”. Finally
the dependency of average time to extract the key per symbol

-
* on number of nodes or the size of a wireless LAN is found
out. Thus the average time to extract the key per symbol is found

to be a polynomial function of size of the wireless LAN. Conse-
quently the dependency is given in the following equation.

7, =-9x107 N?—0.009N +2.692 2

T
As found from equation 2 the average time to extract the key ~*
from a wireless LAN with a default security algorithm implemented
using a dictionary attack depends on the size of a wireless LAN
and the dependency is found to be a polynomial function.
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Fig. 3- Average time per symbol to extract a key using dictionary
attack as a function of number of nodes in wireless LAN

Conclusion

A wireless network provides number of advantages to the users
and a wireless LAN is the most popular form of a wireless network
which has widespread deployment. An important parameter of a
wireless LAN is its size; whose effect on security is analyzed in
this paper. A wireless LAN is susceptible to various attacks due to
use of radio frequency waves. The popular attack which exploits
the user’s tendency to use weak passwords is known as dictionary
attack and has been elaborated in this paper. Using the simulation
results it may be concluded that the size of a wireless LAN does
affect the vulnerability of a wireless LAN. We have found that
vulnerability measured in term of average time to extract the key is
polynomial function of number of nodes. Finally we conclude that
average time to extract a key in a wireless LAN implementing
WEP security decreases with an increase in the size of a wireless
LAN.
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