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Abstract- In this paper we have introduced a novel format for Misbehavior detection schemes. Misbehavior detection schemes form an 
basic part of disobeying node ejection in vehicular ad hoc networks (VANETs). A misbehaving node can send messages correspondent to 
an incident that either has not occurred, or incorrect information corresponding to an actual incident, or both, causing applications to break-
down. When misbehavior is identified, it is vital to extort the root cause of the observed misbehavior This paper uses the Post-Crash Notifi-
cation (PCN) application to illustrate the basic considerations and the key factors affecting the dependability recital of such schemes. The 
basic cause-tree approach is used effectively to jointly achieve misbehavior detection as well as identification of its root-cause and approach 
is illustrated. The approach is to first assemble a cause-tree, and then use successive logical reduction to arrive at a decision indicating the 
root-cause of the misbehavior. Misbehavior detection delay can be thought of as inversely correlated to the probability of detecting misbe-
havior by a vehicle. In this paper we will see this prospect and the probability of incorrectly declaring misbehavior as the performance met-
rics. The dependence of this reliability performance on the micro-mobility model of the vehicles is studied. 
Keywords- VANET, MDS, PCN, basic cause-tree approach 
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Introduction 
We are witnessing an inimitable junction of Vehicular Ad-hoc Net-
works (VANET) and Intelligent Transportation Systems (ITS) 
which is on the edge to bring about a innovatory leap by making 
our roadways and streets safer and the driving experience more 
enjoyable [1]. Working with the fielded ITS infrastructure, VANET 
is expected to boost the consciousness of the traveling public by 
aggregating, propagating and disseminating up-to-the-minute 
information about impending traffic-related measures. The main 
aim of this technology is to give drivers more comfortable and 
more secure driving experience. Based on automatic information 
exchange between cars and infrastructures, the drivers could 
know the road conditions or the information about the parking lots 
immediately. A Vehicular Ad Hoc Network, or VANET, is a special 
kind of MANET in which the mobile nodes are all vehicles 
equipped with an On-Board Unit (OBU) that enable them to send 

and receive messages from and to the other nodes in the net-
work. In addition to communication among the vehicles, a VANET 
might also interface with communication points provided by 
onroad infrastructure. 
The V2V applications broadcast messages that contain the type 
of the message and possibly other application specific infor-
mation. Each message also contains some authentication infor-
mation [9] to help the receivers validate the authenticity of the 
information. In particular, appended to each message is (a) digital 
signature on the message using the private key of the sending 
entity, (b) public key of the sending entity, and (c) a certificate on 
the public key issued by a trusted third party, the Certificate Au-
thority (CA). Before passing it on to the relevant application layer, 
the digital signature is required to verify at security layer of receiv-
er. At security layer a simple credential-validity check is performed 
by the receiver to confirm whether the certificate of the sender is 
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in the copy of the Certificate Revocation List (CRL) available. A 
CRL contains a list of known misbehaving certificate identities [3], 
so that if the certificate id of the sending entity appears in the CRL, 
the message could be discarded. The receiver would have down-
loaded the CRL during some of its last interaction with the infra-
structure, which could be in the form of a Road Side Entity (RSE) 
connected to the CA. Owing to the sparse infrastructure presence 
in VANETs, detection of misbehaving vehicles (certificates) inevi-
tably requires feedback from the participating entities. A participat-
ing vehicle runs some misbehavior detection scheme (MDS) to 
detect a misbehavior, which is then reported to the CA. The CA 
accumulates some number of reports of misbehavior against any 
certificate before revoking the certificate and populating the corre-
sponding CRL[7]. Any vehicle requesting for the CRLs then re-
ceives the new information, leading to eviction of newly detected 
misbehaving vehicles. The final security performance thus de-
pends on the detection delay (DD), the reporting delay (RD), and 
the eviction delay (ED). 
In this paper, we focus only on the design of misbehavior detec-
tion schemes. In this paper we introduce an MDS and analyze the 
dependence of its reliability performance on the micro-mobility 
model of the vehicles and its parameter estimation. VANET pro-
vides with the safety application and one of its safety application in 
which the VANET is used to identify conditions that could poten-
tially endanger the driver’s safety [8]. Safety application used is 
Post Crash Notification (PCN) application .In this paper, we focus 
on the Post Crash Notification (PCN) application. The PCN appli-
cation informs the driver when there is a crashed vehicle ahead on 
the same roadway. Post Crash Notification is in which vehicle 
involved in a crash broadcasts a PCN alert to the vehicles in its 
vicinity to inform them of the existence and the location of a crash, 
thus enabling them to take evasive action. A PCN alert is normally 
sent by a car involved in a crash. The PCN alert contains the posi-
tion of the crashed vehicle, heading, and vehicle status [2]. A mali-
cious vehicle could send out wrong PCN alerts with false position 
information even if there is no crash. On the other hand, it could 
be the case that the crashed vehicle’s sensors are faulty so that 
they are sending out incorrect location information. The action 
taken on detecting misbehavior may vary with the severity of the 
potential consequences of the root-cause of the misbehavior. For 
example, consider the case when nodes have to rejoin the V2V 
network after they were revoked due to the broadcast of incorrect 
information either due to malicious intent or sensor malfunction. 
Hence understanding the nature or root of the misbehavior is an 
important step in determining the post misbehavior detection sce-
narios. The misbehavior detection schemes (MDSs) could thus be 
required to not only detect misbehavior, but also identify the root-
cause of the misbehavior. This could be the case when the action 
taken on detecting misbehavior may vary with the severity of the 
potential consequences of the root-cause of the misbehavior. The 
paper introduces the MDS for the PCN application that can identify 
the root-cause of the misbehavior. The approach is to first con-
struct a cause-tree, and then use successive logical reduction to 
arrive at a decision which indicates the root-cause of the misbe-
havior. The rest of the paper is organized as follows. 
 
Misbehavior Detection Scheme 
 We now develop the misbehavior detection scheme for Post 

Crash Notification alerts. An OBU that needs to implement an 
MDS has three sources of information about the system that might 
help it in the construction of the MDS. The three sources of infor-
mation are primary, secondary information and information form 
collaboration[8].The MDS proposed by Ghosh et al. [3] for the 
PCN application uses precomputed descriptions of expected driv-
er behavior to compute an expected driver trajectory in the pres-
ence of a crash, and then compares this expected trajectory to the 
actual path followed by the driver. If the deviation is larger than a 
certain threshold, misbehavior is declared. The development of 
scheme presents the generic basic considerations first, and then 
specializes them to infer the root-cause by using logical reduction. 
 
Overview 
The Warning application (PCN) alerts the traffic with the disabled 
vehicle that is stuck in or near traffic lanes to enable drivers to 
choose other lanes if possible. The introduced approach relies on 
observing the driver’s behavior after receiving an alert. Based on 
other neighborhood or visual inputs, the driver can determine if 
there is really a crash or if the alert is false. If the driver finds the 
alert to be true, he/she will take necessary actions and the car will 
move according to the crash-modulated mobility model defined 
above until it crosses the crash site. On the other hand, if the driv-
er finds the alert to be false, he/she will continue to move following 
the free-flow mobility model since there is no crash. In the intro-
duced MDS, the On-Board Unit (OBU) of a vehicle P raises a PCN 
alert, which is received by other vehicles in the vicinity. Consider a 
vehicle Q getting the PCN alert. The MDS in succession in the 
OBU of Q needs to decide if the notification received is true or 
false. The scheme is based on the OBU of Q observing its driver’s 
behavior for some time after the notification is received, comparing 
it with some anticipated behavior of the driver, and identifying 
different root-causes based on the observed deviations between 
the two. The movement of vehicle in the absence of any notifica-
tion is assumed to follow some freeflow mobility model, and its 
movement after receiving an notification is assumed to follow 
some crash-modulated mobility model. The position of the receiv-
ing vehicle when it receives the notification is nominated as posi-
tion 0. This is the origin of reference for all other position values. 
With reference to this origin, we use the following two notations to 
define two other positions: 
Dp : the position of the crash as reported in the PCN alert 
Dc : the actual position of the crash if any 
Thus, Dp is where the receiving vehicle thinks the crash is, where-
as Dc is the actual position of the crash if any. Note that the OBU 
does not know Dp. The OBU observes the driver’s activities after 
receiving an alert till some position X after Dp. This is required 
since the OBU is not aware of Dc. If the driver finds the alert to be 
true, he/she will take necessary actions and the vehicle will move 
according to the crash-modulated mobility model until Dc and from 
then on it will trail the free-flow model till X. On the other hand, if 
the driver finds the alert to be false, it is expected that the driver 
will continue to stick to the free-flow mobility model until X. The 
location of vehicle information containing lane number and dis-
tance from the origin is sensed by the OBU at predefined number 
of sampling divided till distance X.The trajectory of the vehicle is 
comprised of progression of location information.We use the fol-
lowing two notations for denoting 
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the expected trajectories. 

 Gexp[u,v]: the expected crash-modulated trajectory from posi-
tion u to position v. 

 Fexp[u,v]: the expected free-flow trajectory from position u to 
position v. 

Depanding on the initial lane the vehicle is in when the alert is 
received, and the lane the crash is reported from, an expected 
trajectory Gexp[0,Dp] of the vehicle following th ecrash-modulated 
mobility model is calculated. Here 0 represents the position where 
the vehicle receives the alert that is origin. As Dc is not known to 
the OBU and the driver chooses to go through its free-flow behav-
ior after Dc, an expected free-flow trajectory is also calculated 
from Dp to X .The MDS performs comparision between the ex-
pected trajectory and the actual sensed trajectory. An MDS that is 
not required to deduce the root-cause would only use the distance
[4] between the expected trajectory and the actual sensed trajec-
tory. However, deducing the root-cause will require supplementary 
effort. We next describe the use of the expected and sensed tra-
jectories to arrive at the root-cause. 
 
Mutual assumption of misbehavior and its root-cause 
Let us assume that the speed of a vehicle does not change as a 
function of lane or time. Let xt denote the actual lane number of 
the vehicle at the tth sample point. Similarly, let xt denote the ex-
pected lane number of the vehicle at the tth sample point. Then 
the deviation d between two trajectories, expected and actual, 
over t sample points starting from position 0 is obtained using the 
following [5]. For this equation the limit is from t=0 to t. 
  d= ∑[(xt-x't)2] 
The difference between the expected trajectories and the actual 
trajectories are calculated for different distances and the following 
deviations are obtained: 

 dG (0,Dp): deviation between the actual trajectory and 
 G exp [0,Dp] 

 dF(0,Dp): deviation between the actual trajectory and 
 Pexp[o,Dp] 

 dF(Dr,X): deviation between the actual trajectory and 
 Pexp[Dp,X] 
Depending on these variations, the varient misbehavior cases are 
identified as described bellow. The misbehavior detection scheme 
is graphically represented as a cause-tree as shown in Fig. 1[6].  
The leaf nodes how the different cases possible and the corre-
sponding deviation values are given for each d defined in the earli-
er section. The parameters Î1 and Î2 represent thresholds which 
denotes how close an actual trajectory is to the expected crash-
modulated trajectory and the expected freeflow trajectory respec-
tively. A suitable choice of Î1 and Î2 can be used to recognise the 
variours misbehavior cases. The following table [3] shows the 
different possible cases that can arise depending on whether the 
alert is true or false and whether it is detected correctly or not. 

The explaination of each of these cases are as follows. 
Case 1 
True alert with correct position information: In this case, the driver 
follows the crash-modulated trajectory till Dr and then changes to 

the free-flow trajectory. 
Case 2 
True alert with false position information: In this case, the driver 
follows the crash-modulated trajectory for some time. But the 
crash-modulated trajectory depends on the position information 
and therefore a false position information will affect it. The follow-
ing subcases are possible: 
Case 2(a) 
Dc > 0 and Dc < Dp: In this case, the driver will come across the 
crash site earlier than expected. The MDS will persist to calculate 
the deviation till Dr. The actual trajectory of the driver will follow 
the crash-modulated trajectory till Da, and then it will follow the 
free-flow trajectory . 
Case 2(b) 
Dc > 0 and Dc > Dp: In this case the driver, on reaching the crash 
site, will not find a crash as the actual crash is farther away. The 
driver moves with the crash-modulated trajectory till Dr. However, 
after Dr , the behavior of the driver is uncertain. The driver, on not 
seeing the crash at Dr , but expecting a crash as a PCN alert is 
received, is expected to deviate from his/her free-flow behavior. 
Case 2(c) 
Dc < 0: Here an assumption is made that if a crash has actually 
taken place somewhere before then the driver has seen it in the 
recent past. The driver will continue to move with the free-flow 
trajectory on receiving an notification and knowing it is for the 
crash just passed back.  
Case 3 
False alert: In this case, since no crash has taken place, the driv-
ing conditions that the driver faces do not change since no crash 
has taken place. Thus the driver will not have to adjust to any 
changed driving condition and hence would mostly continue with 
its free-flow behavior. So this case is similar to Case 2(c) above 
with similar checking conditions. 
The final MDS for PCN alerts is derived directly from the tree 
shown in Fig. 1[6]. The pseudocode is shown in Algorithm 1[6]. 
Note that we can separate Cases 1 and 2(b) from Cases 2(a), 2
(c), and 3 using dG (0,Dp) only first, and then further identify the 
individual cases using dF (0,Dp) and dF (Dp,Xs). This is reflected 
in the algorithm shown. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1- Tree showing the different checking conditions for the dif-
ferent cases 
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Algorithm 1. Algorithm for misbehavior detection 
1: Calculate dG (0,Dp); dF (0,Dp) 
2: if dG (0,Dp) > Î1 
3: if dF (0,Dp) > Î2 
4: Report Case 2(a) 
5: else 
6: Report Case 2(c) or Case 3 
7: end if 
8: else 
9: Calculate dF (Dp,X) 
10: if dF (Dp,X) > Î2 
11: Report Case 2(b) 
12: else 
13: Report Case 1 
14: end if 
15: end if 
The probability of not detecting a misbehavior of any type de-
pends crucially on the thresholds Î1 and Î2. The thresholds should 
be chosen judiciously in order to make this probability low. Figure 
1 tree showing the different checking conditions for the different 
cases. 
 
Result and output 
Several experiments were done to evaluate the performance of 
the MDS approach. An estimate of the projected movement of the 
vehicle under a crash is first calculated. This is evaluated by gen-
erating a very large number of paths by making use of the M ma-
trix and then averaging the vehicle location at every time slot. 
Thus, the expected crash-modulated trajectory gives the location 
of the vehicle at τ time slots, averaged over a very large number 
of generated crash-modulated trajectories. A large number N of 
sample freeflow trajectories are then created and made com-
parision with a time-slot-by-time-slot basis with the projected tra-
jectory based on the distance metric. 
TheMDS method is simulated with a vehicle system. The vehicle 
following a random path generates crash alerts randomly. 
Thevehicle at the back follows a mobility model defined by P. 
When tah alert is received, the vehicle continues with the free-flow 
model if it come to the result that the alert is false, otherwise it 
follows the crash-modulated model defined by M. The difference 
between the expected crash-modulated trajectory and actual path 
is recorded and the probability of not detecting a misbehavior is 
calculated. 
 
The MDS model used 
The probable results we present are for an n-lane highway where 
each lane has a selected average speed. For the free-flow model, 
the lane number of the vehicle at the ends of slots is approximat-
ed by OBU by a Markov chain [6] with an n transition probability 
matrix P. Over time ,the OBU estimates the parameters of the 
Markovian transition probability matrix P. The (i,j)th entry of P 
gives the projected probability that the driver, if currently on lane i, 
will change to lane j in the subsequent time slot. The OBU as-
sumed that if crash occurs then the movement of the vehicles 
involved at the place of crash is to be governed by the transition 
probability matrix T.For example, for two lane (1 and 2), if the 
crash occurred in the first lane, T would be of the form: 
T=  

In this example, a vehicle on lane 1 will always move to lane 2 at 
the crash site because the crash is on lane 1. 
As the vehicle reaches to the crash site, vehicle's movement tran-
sitions from the free-flow model dictated by P to that given by T. 
During this transition, the movement of the vehicle can be mod-
eled by a modulated transition probability matrix M of the form 

 M = (1 − α)P + αT, 

 where 0 < α < 1 and the value of α increases as the distance to 
the crash site of the receiving vehicle decreases. 
we have implemented the Misbehavior Detection Scheme in 
VANET wtih Post Crash Notificatin application. Whenever the 
crash take place the PCN alert (Post Crash Notificatin) is notified 
to the near by vehicles, which are in the range of the vehicle. The 
following figure 2 shows the implementation of the MDS scheme. 
The fig.2 has 10 nodes which resembles vehicles. When the PCN 
alert is received by the near by vehicle that vehicle will perform 
checking of different conditions in the MDS scheme. The MDS 
decide whether the PCN alert is true or false. Then the Gps infor-
mation is checked whether it is correct or incorrect. 
If the received information is found to be correct then scheme 
evaluates the alert as true alert and then follows the crash-
modulated trajectory till the crash position and then it free-flow 
trajectory. If the received information is found to be incorrect then 
the MDS scheme evaluates the alert as true alert with false infor-
mation and then performs the cases as explain earlier.If the alert 
received by the vehicle is false alert then it follows free-flow trajec-
tory. 
 
 
 
 

Fig. 2- output showing range of node (vehicle) 
 

The nodes are shown by black spots, here we have created 10 
nodes (vehicle). The circles shown surrounding the nodes indi-
cates the range of particular nodes. The node can send message 
in that range of segment only. If the nearby vehicle is not in the 
range then the message sent is lost  
 
 
 
 
 
 
 
Fig. 3- output showing the movement of node (vehicle) and alert 

sending 
 

The fig.3 shows the result image in which nodes resembles vehi-
cles. The vehicles, moving in the vicinity of nodes, if crash takes 
place then it sends the PCN alert implementing MDS as explain 
earlier. If the data packets of notification is not received by nodes 
as not being in the range then data packet loss occurs. This lost of 
data packets is shown by dark dashed lines in the fig.3.If again 
node come in the range then packets are transmmited. As here 
we are implementing only alerting nodes of crash with PCN alert, 
recovery from crash is the next step of us. 
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Conclusion  
In this paper, we have presented and evaluated a misbehavior 
detection scheme for PCN application. The results indicate that 
the scheme performs well in detecting misbehaviors while reduc-
ing the chance of false positives and false negatives. It is to be 
taken into consideration that the PCN alert raised will be received 
by multiple vehicles in the vicinity, and more than one of these 
receiving vehicles may use an MDS in their OBUs to detect mis-
behavior. To improve the detection rate one possible way can be 
for nearby vehicles to collaborate and exchange their results. 
Design of collaborative schemes is a challenging problem. The 
problem of inferring the actual location of the crash appears to be 
challenging. 
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