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Abstract- Most of the presently available intrusion detection systems do not grant any authentication functionality in order to identify the
users who access a computer system. In particular, insiders are able to misuse their concessions without being detected. Some intrusion
detection systems aim to authenticate genuine users once they log in to the system, as well as to prevent access to unauthorized people
who try to imitate other users. The main goal of this paper is to initiate and apply a new approach that uses the fingerprint technique to har-
monize a host-based intrusion detection system in order to advance its level of authentication, which would allow us to detect more efficient-
ly any abuse of the computer system that is running it.
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Introduction

Identifying attackers is a major apprehension to both organiza-
tions and governments. Recently, the most used applications for
prevention or detection of attacks are intrusion detection systems
[1]. There are several attacks such as user level attack, system
level attack and network level attack that try to negotiate a com-
puter system using a variety of methods [1]. These attacks could
be reduced if an identification tool is used to complement already
deployed intrusion detection system. The most reliable identifica-
tion systems are based on biometrics. Therefore, several biomet-
rics technologies start to accompany host-based Intrusion detec-
tion systems. Until Now, behavioural biometric such as keystroke
[2, 9] and Mouse Dynamics [3, 8] was the only techniques that
have been used so far, since they do not need any special devic-
es. In contrast, some researchers proved that these techniques
are not very efficient which was the motivation to design an identi-
fication system based on fingerprint recognition. Our aim in this
paper is to bestow a host-based intrusion detection [4] system
with a fingerprint identification system in order to authenticate
users of a computer system in a more consistent way. This paper
consists of introduction about biometrics and IDS then method is

introduced that uses a fingerprint technique in order to increase
the authentication capability of an IDS. Finally, before concluding,
we have discussed and analyze the results of our method.

Biometric

The term biometrics is consequent from the Greek bio which
means life and metric which means measure [6].Biometrics tech-
nology is simply the measurement and use of the unique charac-
teristics of living humans in order to distinguish them from one
another [5].Biometric systems work in two modes, the enrolment
mode and the verification identification mode. In the first mode,
biometric data is acquired using a user interface or a capturing
device, such as a fingerprints scanner. Raw biometric data is then
processed to extort the biometric features representing the char-
acteristics, which can be used to differ the users. This conversion
process produces a processed biometric identification sample,
which is stored in a database as a template for future needs. En-
rolled data should be free of noise and any other defects that can
affect its comparison with other samples. In the second mode,
biometric data is captured, processed and compared against the
stored enrolled sample. Verification or identification process will
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be conducted as par the type of application Verification process:
conducts one-to-one matching by comparing the processed sam-
ple against the enrolled sample of the same user. For example,
user authentication at login: the user declares his identity by enter-
ing his login name. He then confirms his identity by providing a
password and biometric information, such as his signature, voice
password, or fingerprint. To verify the identity, the system will
compare the user's biometric data against his record in the data-
base, resulting with a match or no match. Identification process:
matches the processed sample against a large number of enrolled
samples by conducting a 1 to N matching to identify the user; re-
sulting in an identified user or a non-match order to evaluate the
accuracy of a biometric system.

There exist two categories of biometrics (1) physical biometrics
which measure the physiological characteristics of a person, such
as fingerprint, iris scan, face recognition, and (2) behavioural bio-
metrics which measure the behaviour of a person, such as key-
stroke dynamics and mouse dynamics [5, 7]. Fig 1 is showing
different biometric systems.
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Fig.1- Different biometric system

Intrusion Detection

What is Intrusion Detection System?

An intrusion detection system inspects all the network activities
and identifies suspicious patterns that may indicate a network or
system attack from someone attempting to break into or compro-
mise a system [5]. One aspect of computer security will work to
keep people from receiving unauthorized access by selecting
good security passwords, using software to safeguard against well
-known intrusions and so on. The IDS monitor the performance of
the computer or the account and then give some kind of alert
when suspicious activity is detect [4].

For instance, Gmail carries basic IDS which enable the users to
verify whether anyone has signed in to their account from a differ-
ent location. An Intrusion detection system can be compared with
a burglar alarm. For example, the lock system in a car protects the
car from theft. But if somebody breaks the lock system and tries to
steal the car, it is the burglar alarm that detects that the lock has
been broken and alerts the owner by raising an alarm. The Intru-
sion detection system in a similar way complements the firewall
security. The firewall protects an organization from malicious at-
tacks from the Internet and the Intrusion detection system detects
if someone tries to break in through the firewall or manages to
break in the firewall security and alerts the system administrator in
case there is a break in security. Firewalls do a very good job of
filtering incoming traffic from the Internet; however, there are ways
to evade the firewall. For example, external users can connect to
the Intranet by dialling in through a modem installed in the private
network of the organization. This kind of access would not be ob-
served by the firewall. Therefore, an Intrusion detection system
(IDS) is a security system that monitors computer systems and
network traffic and analyzes that traffic for possible aggressive

attacks originating from outside the organization and also for sys-
tem misuse or attacks originating from inside the organization.
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Fig. 2- Intrusion Detection System

Types of Intrusion Detection Systems

IDSs can be divided into following categorized:

o Network-based intrusion detection, which runs at the gateway
of a network and examine all incoming packets. And it has
network-based sensor.

e Router-based intrusion detection, which is installed on the
routers prevents from entering intruders into the network.

o Host-based intrusion detection, which receives the necessary
audit data from the host’s operating system and analyzes the
generated events to keep the local node secure.

Host-based Intrusion Detection

Host data sources are profuse and varied, including operating
system event logs, such as kernel logs, and application logs such
as syslog. These host event logs contain information about file
accesses and program executions associated with inside users.
Host-based systems are designed more to prevent the system
from insiders than from outsiders. Host-based systems focus
mainly on exploitation of privilege. Insiders do not have to use
vulnerabilities because they are already in the network and have
their own privileges. However, outsiders must use vulnerabilities to
get inside the network and gain privileges. Host-based systems
provide poor real-time response and cannot effectively protect
against one-time atrocious events. They are, however, excellent at
detecting and responding to long term attacks, such as stealing of
data or aggravated employees. Host-based systems maintain a
large database of behavioural information that can be mined for
trends indicative of misuse.
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Fig. 3- Host-based intrusion detection

Fingerprint Recognition
Fingerprint recognition describes the process of obtaining a digital
representation of a fingerprint and comparing it to a stored digital
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version of a fingerprint. Electronic fingerprint scanners capture
digital "pictures" of fingerprints, either based on light reflections of
the finger's ridges and valleys, ultrasonic’s, or the electrical prop-
erties of the finger's ridges and valleys. These pictures are then
processed into digital templates that contain the unique extracted
features of a fingerprint. These fingerprint templates can be stored
in databases and used in place of traditional passwords for secure
access. Instead of typing a password, users place a finger on an
electronic scanner. The scanner, or reader, compares the live
fingerprint to the fingerprint template stored in a database to deter-
mine the identity and validity of the person requesting access.

[ '.",::.'

Fig. 4- Flow of Fingerprintprint Recognition

Architecture and Implementation

To achieve our aim, we choose the language Visual Basic for the
implementation of the fingerprint identification system, which uses
the Microsoft Visual Studio compiler and runs using. Net platform.
The operating system we have chosen is Microsoft XP. And for
capturing the fingerprints we have selected the fingerprint scanner
which shown in fig [5].

Fig. 5- Fingerprint scanner

Architecture

Fig. 6 illustrates the main architecture of introduced system.The
introduced system basically consist of two steps enroliment and
authentication. The enrollement phase include capturing a finger-
print using fingerprint scanner then extracting the features of the
fingerprint and storing it as a template in the database. The se-
cond phase i.e. the authentication phase consists of capturing the
fingerprint of the claimed person then extracting its features and
then comparing it with the stored template in the database. If the
input fingerprint matches with the template in the database then
the system will be unlocked and if they do not match then alert will
be generated and after several unauthorized attempts the system
will be shut down.

Fig. 6- Block diagram of fingerprint Recognition system

Fingerprint Identification Algorithm

Introduced Fingerprint Identification System consists of two pro-

cesses [9].

1. The enrollment process: This process consists of capturing a
person’s fingerprint using a fingerprint capturing device. Dur-
ing the enrollment process, the system extracts the features of
fingerprint as template and stores it into a database (see Fig.
7).

2. The authentication process: It is used to authenticate the
claimed person. This process consists of comparing a cap-
tured fingerprint to an enrolled fingerprint and determining
whether the two match. If the two fingerprints match, then the
computer will be unlocked, otherwise, an alert will be sent (see
Fig. 8).
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Fig. 7- the enrollment process

Fig. 8- the verification process

Simulations and Results

Simulations

In our experiment, 50 users were enrolled and their profile was
created along with fingerprints stored into the database. In order
to get access to the system, a user authenticated him/her using
his/her username, password, and fingerprint. The application
checked the username and password for a match, as well as the
fingerprint taken from the device (i.e. the Fingerprint scanner)
against the template stored in the database. Access was granted
in case of a match, otherwise it was denied. During that time, the
system monitored all the actions that occurred on the system, and
stored the list of all unauthorized and authorized attempts.
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Results

During the testing period, 27 legitimate users tried to access the
system and they were authenticated. On the other hand, 15 illegi-
ble users tried to access the system, and they all were rejected.
Thus the system works properly as per requirements.

Comparison with Other Techniques

o Some users do not use the mouse frequently in their work.
Therefore, they could not be authenticated through a mouse
dynamic system. On the other hand, all legitimate users could
enroll their fingerprint and use a fingerprint-based system.

o Attackers could impersonate a legitimate user’s keystroke and
get access to sensitive information without being noticed,
while a fingerprint could not be copied.

o Akey difference between this method and the mouse dynam-
ics and keystroke techniques is that fingerprint recognition
requires less amount of time to authenticate a person as com-
pare to mouse dynamics and keystroke.

Conclusion

Identifying attackers is a major problem which is faced by both
organizations and governments. Recently, the most used applica-
tions for prevention or detection of attacks are intrusion detection
systems. Generally we use tokens for authentication such as
smart cards, magnetic stripe cards, photo ID cards, physical keys
etc which can be lost, stolen, duplicated, or left at home. So in-
stead of using such tokens it is more beneficial to use biometrics
as a weapon to identify the users. Because of high cost of finger-
print scanner, only mouse dynamics and keystroke was used in
case of IDS. But these methods are not much effective. Moreover,
nowadays fingerprint scanner is becoming less expensive and
they can be easily available so it is better to use fingerprint recog-
nition technique to authenticate the users. And so fingerprint
recognition is becoming the primary means of identification used
by Governments and law enforcement agencies. Thus the intro-
duced method is easy to authenticate user and preventing the
system from different kinds of attacks.
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