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Abstract- Multimedia data are protected by providing the security. Encryption and watermarking is used to secure multimedia data. Encryp-
tions are of various types such as selective encryption, Slice level encryption and full encryption. Slice level encryption is the modern tech-
nique used to defend multimedia data. It is beneficial than other encryption systems because it saves much execution time and also reduces
the computational work load. In this paper, we provide information of the proposed scheme, discuss the present issues. In this paper, we
assume the live video and protect that video by encryption and watermarking.
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Introduction

Multimedia data is the grouping of one of the following medium
such as text, motionless images, audio, moving picture, and vid-
eo. These multimedia contents are protecting by providing the
security [9]. By using knowledge of multimedia, the multimedia
data can be transfer to/from users having transferable devices
such as movable phones. Multimedia data delivery having issues
of the objects privileges and the secrecy and therefore defending
the multimedia information becomes necessary in multimedia
used devices. [2-4], because a big quantity of multimedia infor-
mation contains enormous sizes, we require a dexterous encryp-
tion method for defending the multimedia data at the same time
as fuffilling the concurrent necessity [5-8]. In this paper, we pro-
posed the slice level encryption approach for protecting multime-
dia data. Computational workload essential for this encryption is
very less. Encryption basically means to convert the note into
code or warped form, so that any anyone who does not have the
'key' to decipher the code cannot analysis it. This is generally
completed by using a secret message. A secret message is a
form of algorithm used in encryption that uses a certain described
technique to mix up the data. The secret message can only be

'deciphered' with a 'key'. A key is the concrete described method'
that was used to scramble the data, and therefore the key can
also unscramble the data. When the data is unscrambled by the
use of a key, that is what is known as 'decryption'. It is the contra-
dictory of encryption and the 'described method' of scrambling is
fundamentally applied in reverse, so as to unscramble it. Without
encryption and description, there would be no 'security' in the
network. Watermarking is also used to secure the data.

Full encryption
In this according to the name whole data is encrypted. So it re-
quires more execution time.

Selective encryption

In this technique whole I-frame is encrypted. It requires the less
execution time as compare to full encryption but cannot satisfy
actual instance necessity. And it cannot satisfy the actual moment
necessity.

Slice level encryption
The MPEG which is the standard of video compression is used to
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protect the video.MPEG 2 having the inaccuracy circulation prop-
erty. Because of this requires less computational workload. The
fundamental proposal behind the proposed approach is to reduce
the workload of encrypting the I-frames by exploiting the inaccura-
cy circulation property in MPEG2 standard. The slide contains the
micro blocks. Because of inaccuracy circulation Property, if only
first micro block is encrypted then the successive micro blocks are
encrypted. This technique takes less computational workload and
requires less execution time than other approaches. In this, first
the live video is captured and then converted it into the number of
frames. And after the encryption whole video we are getting as it
is. The below figure shows the how much percent of the frames
are encrypted. The shaded portion shows the encrypted region. In
level 0, there is no encryption takes place. In level 1, only header
is encrypted and at level 2, only | block is encrypted. In level 3, |
block and | frame is encrypted [1]. SECMPEG is the secure
MPEG.
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Fig. 1- The size of the data to be encrypted by SECMPEG securi-
ty level. [1]

Overview of |, B, P-Frames

I-frames are the slightest compressible but don't have need of
other video frames to decipher. P-frames can utilize information
from preceding frames to decompress and are extra compressible
than |-frames. B-frames can utilize equally preceding and front-
ward frames for information reference to get the maximum quanti-
ty of information density. An I-frame is an 'Intra-coded picture’, in
result a entirely precise image, like a predictable stationary picture
file. P-frames and B-frames clutch just fraction of the image infor-
mation, so they need less space to store than an I-frame, and thus
improve video compression rates. A P-frame ('Predicted picture’)
holds only the changes in the image from the preceding frame. For
example, in a scene where a car moves across a stationary back-
ground, only the car's movements need to be encoded. The en-
coder does not need to store the unchanging surroundings pixels
in the P-frame, thus saving space. P-frames are also known as
delta-frames. A B-frame ('Bi-predictive picture') saves even extra
space by using differences between the present frame and both
the past and subsequent frames to identify its substances.

Advantages

a. It prevents piracy

b. It takes a smaller amount computational workload
c. lItrequires less finishing time

d. It works on live video

Experiment Result
In this paper, we are taking a live video. First the live video is cap-
tured as shown in fig 2.

|

.......

Fig. 2- Input

Then the video is converted into frames simultaneously when the
video is captured. And stored into a folder. Then we are entered
watermark text into first frame and encrypt the frames. Frames
rate are depend on us, how much frames are encrypted per se-
cond. After that we are getting the following output as shown in fig
3, with watermark text on it.

"

Fig. 3- Output

Conclusion

In this paper, we proposed slice level encryption approach for
protecting video data. This approach reduces the computational
workload. It requires less computational workload and also takes
less execution time as compares to other approaches. Our experi-
mental result shows the encryption of live video.
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